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1
Decision/action requested

Approval of the following new Key Issue for TR33.848
2
References

None
3
Rationale

5G Network Functions can be grouped into different trust domains, and the required security for these trust domains defined.  For example, trust in the UDM and ARPF, which contain long term cryptographic keys, is required to be higher than trust in the AMF.  If the same security policies are applied to NFs in different trust domains then this could lead to reduced security and/or to reduced functionality.  For example, it may be appropriate to deploy a single UDM for a network in a physically secure location and to give only a small number of highly trusted engineers access to this function.  However, applying the same policy for an AMF or a SMF would increase latency and reduce availability, likely to the point of unusability.

TS 33.501 includes the assumption that network operators divide their core networks into different trust zones.  How this division might be done is not further defined.  However, to properly investigate appropriate isolation and other security policies for 5G NFs it is important to have a better idea of which NFs might be placed in which trust domains, or at least of any NFs which require special handling.
4
Detailed proposal

*** Begin First Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[gg]
Journal of ICT Standardization Vol.6: "3GPP 5G Security". Prasad et. al.
*** End First Change ***

*** Begin Second Change ***
5.x

Key Issue x: Establishment of trust domains for Network Functions

5.x.1
Key issue detail

5G Network Functions can be grouped into different trust domains which have different security requirements.  For example, trust in the UDM and ARPF, which contain long term cryptographic keys, is required to be higher than trust in the AMF.  Applying the same security policies to NFs in different trust domains could lead to reduced security and/or to reduced functionality.
The trust model for the 5G Core Network and 5G RAN has several layers.  The UDM and ARPF exist at the highest trust level, with the AUSF, SEAF, AMF, CU and DU existing at successively decreasing levels of trust, as shown in Figure 5.x.1, taken from [gg].


Figure 5.x-1: Trust Model for 5G network, non-roaming scenario

These trust domains only include NFs which are provisioned with keys from the 5G key hierarchy.  The trust domains for other NFs, including those which may be security critical, such as the NRF, are not defined.

Definition of appropriate segregation and security policies for NFs in different trust domains requires establishment of trust domains for 3GPP NFs.
5.x.2
Security threats

None.
5.x.3
Potential security requirements

None.
*** End Second Change ***

